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AI – Overview



Artificial Intelligence: What Is It?

• The ability of a computer to 
perform tasks that previously 
required human intelligence

• A machine that learns from 
experience 

• A machine that mimics human 
intelligence

• A technology that facilitates 
computers or robots to solve 
problems
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Machine Learning: What Is It?

• A type of AI with the ability to learn without being explicitly programmed

• AI techniques that enable machines to improve at tasks with experience

• The machine “learns” from the data it analyzes or tasks it performs and 
adapts its behavior based on what it learns from the data to improve its 
performance over time
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Deep Learning: What Is It?

• A subset of machine learning (ML) that 
teaches computers to do what comes 
naturally to humans: learn by example 
using large amounts of data.
– Traditional ML typically uses structured, 

labeled data to make predictions.

– Deep learning, in contrast, can use 
unstructured data, such as text and images, 
to make predictions. 

• Deep-learning technology lies behind 
everyday products and services (such as 
digital assistants, voice-enabled TV 
remotes, and credit card fraud detection) 
as well as emerging technologies (such as 
self-driving cars). 
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Natural Language Processing: What Is It?

• A subset of ML concerned with giving AI the ability to understand text and 
spoken words.

• Combines computational linguistics with statistics, ML, and deep learning.

– Computational linguistics creates computer models of human language
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Language Models (LMs): What Are They?

• A probabilistic model of a natural language that can generate probabilities 
of a series of words, based on the text that it was trained on.

• LMs work by taking an input text and repeatedly predicting the next word.

• Exemplary uses of LMs:
– speech recognition (helping prevent predictions of low probability (e.g., nonsense) 

sequences)

– machine translation

– natural language generation (generating more human-like text)

– optical character/handwriting recognition

– grammar induction

– information retrieval
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Large Language Models: What Are They?
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An LM characterized by its large size.



Generative AI: What Is It?

• A type of AI that can create new data based on existing data. 

• Powered by large models that are pretrained on vast amounts of data.

• Generative AI models learn the patterns and structure of their input training 
data, and then generate new data that has similar characteristics.

• Generative AIs can create new content and ideas, including conversations, 
stories, images, videos, and music in response to prompts. 
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Generative AI: What Is a GPT?

• Generative Pretrained Transformer – a type of Generative 
AI model with a Transformer Architecture trained using 
internet data to generate any type of text or content 
(images, music, etc.). 
– Generative: Generate content.
– Pretrained: The LM has already been trained on a large 

dataset by somebody else (so you do not need to train it).
– Transformer: A type of neural network architecture 

developed by Google.
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How Does GPT Work?

• Analyzes natural language queries, known as prompts, and 
predicts the best possible response based on its 
understanding of language.

• “Trained” on a large amount of text/images/content to 
perform natural language processing tasks and generate 
coherent, well-written text and other content.
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Examples of GPT Implementations

• ChatGPT
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• Dall-E



ChatGPT: What Is It?
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ChatGPT is a large LM, natural language–processing tool, and chatbot created by Open AI in 
November 2022 (other examples of large LMs/chatbots include Google’s PaLM (used in Bard), 
Meta’s LLaMa, Anthropic’s Claude, and others). These chatbots can hold human-like 
conversations; answer questions; write emails, essays, and code; and even pass an MBA 
exam!



What Can ChatGPT Do?

• Use both natural language generation and natural language processing to understand and generate 
natural human language text such as:

– Articles
– Poetry
– Stories
– News reports 
– Dialogue 

• Can create anything with a text structure:
– Legal briefs
– Text summarizations
– Programming code

• Virtual Customer Service Agents

• Personal Assistants
– Travel planning

• Language Translation

• Search Results
– Gives the “answer” rather than a series of links to webpages that may have the answer
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Regulatory 
Framework



Regulatory Framework – United States

17

• National Artificial Intelligence Initiative Act 

• Executive Order on the Safe, Secure, and Trustworthy 

Development and Use of Artificial Intelligence

• The Blueprint for an AI Bill of Rights: Making Automated 
Systems Work for the American People

 

• The Department of Justice, Securities and Exchange 

Commission, Federal Trade Commission, Copyright Office, US 

Patent and Trademark Office (USPTO), Food and Drug 

Administration, Department of Health & Human Services

• Health Insurance Portability and Accountability Act (HIPAA) for 

personal health information and the Fair Credit Reporting Act 

(FCRA)

• The National Institute of Standards and Technology Artificial 

Intelligence Risk Management Framework  

Federal
• The Federal Trade Commission (FTC) issued an advance notice of 

proposed rulemaking in August 2022 that seeks to address “commercial 

surveillance” and data security practices as applied to AI. The FTC is 

tackling AI from the lens of programs that affect consumers and 

specifically sought comment on “whether it should implement new trade 

regulation rules” governing AI-powered technologies.

• The National Institute of Standards and Technology (NIST) plans to 

publish a final seven-point AI risk management framework in January 

2023. At a high level, the NIST publication will provide guidance to 

industry stakeholders to improve the ability to incorporate 

trustworthiness in the design, development, and use of AI systems. 

Although the framework is not mandatory, it is likely to influence AI 

industry standards.

• The National AI Research Resource (NAIRR) Task Force is finalizing a 

report to the President and Congress detailing its vision and 

implementation plan – a national cyberinfrastructure that would 

democratize access to resources and tools that fuel AI research and 

development.



Regulatory Framework – United States
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• The California Privacy Protection Agency (CPPA) issued a 

draft of regulations governing automated decision-making 

technology under the CCPA.

• New York City's AI Law regulates employers using AI 

employment decision tools in hiring and promotions.

• Colorado enacted the first comprehensive AI legislation in the 

US to protect consumers from “algorithmic discrimination” 

arising from “high-risk” AI systems.

• Illinois amended the Illinois Human Rights Act to prevent 

discriminatory consequences of using AI in employment 

decision-making; imposed notice requirements.

• Illinois imposes requirements on employers that use AI to 

analyze video interviews.  

• Alabama established a council to review, issue, and advise 

the government, legislature, and other interested parties on 

the use and development of AI.

State
• Colorado prohibits insurers from using external consumer 

data in a way that unfairly discriminates.

• Vermont H.B. 410: Vermont established the Artificial 

Intelligence Commission that aims to support the “ethical use 

and development” of AI technology in Vermont.

• Washington S.B. 5693: Washington appropriated funds to 

create an automated decision-making working group.

• Mississippi H.B. 633: Requring computer science instruction 

for K-12 students that includes AI and machine learning.

• Pending state laws: Massachusetts H.B. 119 would establish 

a commission on automated decision-making by government 

in the commonwealth; Hawaii HB 454 would establish an 

income tax credit for investment in qualified businesses that 

develop cybersecurity and artificial intelligence; and 

Washington, DC’s Stop Discrimination by Algorithms Act 

(B24-0558) would prohibit both for-profit and nonprofit 

organizations from knowingly or unknowingly using 

algorithms that make decisions based on protected personal 

traits.



Regulatory Framework – United States
California SB 1047

• The California State Assembly passed on August 28, 2024 proposed bill SB 1047, also known as the Safe and Secure Innovation for Frontier 
Artificial Intelligence Models Act, which aims to add new requirements to the development of large AI models by setting out various testing, 
safety, and enforcement standards. The proposed bill seeks to curb AI’s “potential to be used to create novel threats to public safety and 
security” such as weapons of mass destruction and cyberattacks.

• Which AI Developers will be affected?

– The bill would only apply to developers of “covered models,” which is a defined term that shifts over time based on computing power 
threshold. Prior to January 1, 2027, “covered models” are defined as AI models that are either trained (1) using computing power “greater 
than 10^26 integer or floating-point operations” (FLOP) that cost over $100 million to develop or (2) using fine-tuning with computing power 
of three times 10^25 integer or FLOP costing over $10 million. This is the same computing threshold as set in the Biden administration’s 
recent Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence.

– After January 1, 2027, the cost threshold will remain the same (adjusted for inflation), but the computing power threshold will be determined 
by the US federal government’s Government Operations Agency. Notably, the pre-2027 computing power threshold exceeds current 
capabilities of AI training models, but it is expected that the next generation of highest-capability models will exceed this figure.

– The bill would broadly cover any AI developers that offer their services in California regardless of whether the developer is headquartered in 
California.
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Regulatory Framework – United States
California SB 1047

KEY TESTING AND SAFETY REQUIREMENTS

• Shutdown capabilities: Before training a covered AI model, developers must implement the ability to “promptly enact a full shutdown,” which includes halting all 
covered model operations, including training. However, the bill does not define what constitutes “prompt.”

• Safety assessment and testing: Covered AI developers would be required to have a documented safety and security protocol to avoid “critical harm,” which is 
defined as mass casualties, at least $500 million in damage, or other comparable harms to public safety. Before using the model or making it publicly available, a 
developer must assess whether there is a possibility that the model could cause critical harm, record and retain test results from the assessment, and implement 
appropriate safeguards.

• Computer cluster policies: A person operating a computing cluster—a network of multiple computers connected to work together as a single system that meets 
certain computing power thresholds—must have policies and procedures in place to address situations in which a customer uses compute resources sufficient to 
train a covered model. They must obtain identifying information for any customer, assess whether the customer intends to use the computing cluster to train a 
covered model, and implement the capability to promptly shut down any resources being used to train or operate models under the customer’s control. As 
aforementioned, the bill does not define what constitutes “prompt.”

ENFORCEMENT AUTHORITY AND GUIDELINES

• Auditing and reporting: Beginning in 2026, covered AI developers must retain a third-party auditor to perform an independent audit of a developer’s compliance 
each year. The bill would also require these AI developers to make redacted copies of their safety and security protocol and auditors’ reports public, and, upon 
request, provide to the California Attorney General (AG) unredacted copies of those documents. The bill further requires annual submission of compliance 
statements to the AG and to report safety incidents to the AG within 72 hours.

• AG civil suits: The bill authorizes the AG to bring a civil action for violations of the bill that cause death or bodily harm, harm to property, theft, or 
misappropriation of property, or imminent public safety risks. The AG may seek civil penalties, monetary damages (including punitive damages), injunctive relief, 
or declaratory relief. Civil penalties are capped at 10% of the cost of computing power used to train the covered model.

• Whistleblower protections: The bill provides certain whistleblower protections for employees. For example, developers of covered models cannot prevent an 
employee from or retaliate against an employee for disclosing the developer’s noncompliance with the bill to the AG or Labor Commissioner or that the AI model 
is unreasonably dangerous.

20



Regulatory Framework – United States
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• The Equal Employment Opportunity Commission (EEOC) issued 

guidance warning employers that using algorithms and AI in making 

hiring decisions can result in discrimination based on disability. Under 

the Biden administration, the EEOC is stepping up its enforcement 

efforts towards AI and machine learning-driven hiring tools. This builds 

on the May 2022 guidance on the application of the American with 

Disabilities Act (ADA) to AI tools in employment.

• Effective April 15, 2023, New York City Council made it unlawful for an 

employer or employment agency to use an automated employment 

decision tool (AEDT) to screen a candidate or employee within New 

York City unless certain bias audit and notice requirements are met. 

• On May 17, 2024, Colorado became the first U.S. state to enact 

comprehensive AI legislation targeting “high-risk artificial intelligence 

systems,” which includes those used in “employment or employment 

opportunity.” The law is effective February 1, 2026.

• On August 9, 2024, Illinois amended the Illinois Human Rights Act, 

making it a civil rights violation to (1) use AI that has the effect of 

subjecting employees to discrimination or to use zip codes as a proxy 

for protected classes, and (2) fail to notify employees of the employer’s 

use of AI. The new provision takes effect January 1, 2026.

Human Resources 
• On May 17, 2024, the California Civil Rights Department released new 

proposed regulations for employers’ use of AI and automated decision-
making systems. The proposed regulations affirm that employers’ use 
of such hiring technologies may violate the state’s antidiscrimination 
laws.

• There are litigation risks associated with using AI in employment-

related decisions, including a risk of class action lawsuits wherein 

plaintiffs’ lawyers use AI failures or biases to form classes in support of 

failure-to-hire claims. Vendors and companies that use AI should 

prepare to defend their use of algorithms in hiring to ensure that there 

is no implicit or unintended bias.



Regulatory Framework – Patents/Copyrights 

• AI can create, or help to create, inventions that would be patentable if created 
by humans. Named inventors have sometimes credited AI for creating 
patentable systems and methods. However, the AI system would have no rights 
even in such cases. 

• Patents: The USPTO position has been that human inventors must provide a 
“significant contribution” to the AI invention. 

• Copyrights: The Copyright Office’s consistent position has been that AI-
generated works are not entitled to copyright protection because they are not 
the product of human authorship.
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Regulatory Framework – International
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• The European Union’s new AI Act (Act)  came into effect 

on August 1, 2024. The Act is the world’s first 

comprehensive artificial intelligence and machine learning 

(collectively, AI) focused law. 

• Existing laws such as data protection, cybersecurity, 

unfair competition, and ecommerce laws may apply to 

the use of AI. China’s Personal Information Protection 

Law is one of the world’s strictest data privacy 

regulations, with comprehensive measures to protect 

personal data privacy, regulate data-processing 

activities, and ensure data security.

• China has also introduced new laws to regulate AI, 

including the Algorithm Recommendation Regulation, 

Deep Synthesis Regulation, Generative AI Regulation, 

and the Draft Ethical Review Measure.

European Union/UK China

India
Organizations

• India enacted its landmark Digital Personal Data 

Protection Act in 2023. This Act will, once in force, apply 

extraterritorially and regulate certain key aspects of AI 

technologies. The Government of India also intends to 

release draft AI-specific legislation in 2024. 

• Bodies like the United Nations, the Organization for 

Economic Cooperation and Development, and the Group of 

Seven have issued principles and guidelines for the 

responsible development and use of AI. These include 

principles such as transparency, fairness, 

nondiscrimination, and accountability.



Regulatory Framework – EU AI ACT
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• What kinds of AI does the Act apply to?

• Which stakeholders in an AI ecosystem will the ACT apply to?

• Does the Act apply to companies that do not have offices in the EU?

• Does the act itself contemplate any exemptions?

• What are prohibited AI systems?

• What are high risk AI systems and the key obligations applicable to such 
systems?

• What are the key obligations applicable to providers of GPAI models?

• Who will enforce the ACT? What are the penalties?

• Will other laws in the EU continue to apply to AI?



Regulatory Framework – EU AI ACT (2)
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Thinks to watch out for now.

1. While the EU Act will be implemented in phases, the GDPR already 
applies to AI input and output.

2. You will need to deal with new national and EU regulators, such as 
the new EU AI Office and data protection agencies. 

3. You may need to train your staff now (AI literacy)

4. AI systems in the context the following could be considered highly 
regulated ‘high-risk’ AI systems:

 Medical Devices, Critical Infrastructure Management (e.g., Water, Gas, Electricity, 
etc.), Vehicles, Access to Services (e.g., Insurance, Banking, Credit, Benefits, etc.), 
Biometric Identification, Education and Vocational Training, Emotion 
Recognition Systems and more.

 



Intellectual Property
AI Considerations



Protection of Company’s AI Through IP

• Patents

– Protect innovations and discoveries

– Examples: AI-based computer vision for autonomous vehicles  

• Copyrights

– Protect original works of authorship fixed in a tangible medium of expression

– Examples: paintings, books

• Trade Secrets 

– Protect confidential information that provides a competitive business advantage 

– Examples: AI training data and ML model 
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Patents

• Specific forms of AI are patentable. 

• The USPTO has a specific group (Class 706: Data 
Processing: Artificial Intelligence) dedicated to 
analyzing AI inventions

• To be patentable, AI inventions must meet 
novelty, nonobviousness, and utility criteria. 

• Companies need to consider strategic patent 
filings before disclosure of their technology to 
protect their AI developments effectively.
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Copyrights

• Copyright protection is available to certain types of 
AI, including source code and visual elements of AI.

• An original expression of source code is protectable 
by copyright as a computer program.

• Protection extends to authentic expression 
embodied in the software but not to functional 
aspects like algorithms, formatting, logic, or system 
design.

• Copyrights do not protect ideas, algorithms, or 
methods of operation by themselves, but it can 
protect the specific expression of those ideas in 
software code and written materials.
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Trade Secrets

• Trade secrets can be valuable IP protection for AI 
elements, such as source code, algorithms, and AI 
training datasets. 

• Many aspects of AI development, such as proprietary 
algorithms, datasets, and technical know-how, can be 
protected as trade secrets, provided they are kept 
confidential and offer a competitive advantage. 

• Companies must implement robust confidentiality 
measures to ensure that these remain protected. 
Trade secrets are covered in the United States at the 
federal and state levels by trade secret statutes.
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AI Copyright Infringement

• Copyright infringement may arise when using copyrighted works to train AI 
systems. 

• For example, inputting copyrighted works, such as photographs or written 
materials, as part of an AI data-training set may raise infringement issues. 

• Use in this context, however, may fall within the fair-use exception to copyright 
infringement.

• Litigation and commercial negotiations in this area are ongoing.
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Reduce the Risk of Infringement

• Consider implementing the following practices to reduce the risk of infringement:

– Train employees on the basics of copyright law.

– Before using an AI tool, ensure that you fully understand the tool’s attribution and 
acknowledgment requirements.

– Be transparent internally about the use of AI tools and regularly provide training on AI 
policy.
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Protecting Ownership of IP

• Clear Agreements. 

– Establish clear IP ownership terms in employment contract, contractor, and partnership 
agreements. 

• Joint Development. 

– In collaborative AI projects, joint ownership of IP can arise. It’s important to have 
agreements that specify each party’s ownership, use rights, and obligations to avoid 
disputes.

• Licensing. 

– AI often uses third-party components such as open-source software or proprietary 
algorithms. Ensure that licensing agreements are clear about the scope of use, 
redistribution rights, and ownership implications.
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Reducing the Risk of Infringement

• Freedom-to-Operate (FTO) Analysis. 

– Before launching an AI product or service, conduct an FTO analysis to ensure that the 
commercialization of your AI technology does not infringe on existing IP rights.

• Open-Source Compliance. 

– If your AI incorporates open-source components, ensure compliance with their licenses, which 
may have specific distribution, modification, and disclosure requirements.

• IP Strategy. 

– Develop a comprehensive IP strategy that aligns with your business objectives and considers 
the life cycle of AI technologies, from development and deployment to commercialization.

• Legal Consultation. 

– Regularly consult with IP lawyers to navigate the complex landscape of AI-related IP, including 
patentability issues, licensing strategies, and enforcement of IP rights.
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Security



Data Privacy and Security – 
Data Privacy Challenges in AI

36

• Data minimization

• Bias and fairness

• Transparency and explainability

• Data subject rights

• Phishing attacks with AI

• Invasive profiling

• Misuse of personalized AI

• Algorithmic bias and discrimination

• Reidentification risks

• Data transfer and storage concerns

• Dependence on large datasets

• Surveillance and intrusion

• Third-party sharing

• Data breaches

• Cross-border data transfers (GDPR 

may apply even if you are in the 

U.S.)



Data Privacy and Security – Data Privacy Strategies

37

1. Privacy by Design - Integrate privacy into the design and development.

2. Data Anonymization - Use techniques like anonymization.

3. Data Protection Impact Assessments (DPIAs) - Conduct DPIAs before deployment.

4. Robust Data Governance - Implement strong data governance frameworks covering 

vendors and data transfer agreements.

5. Data Minimization - Collect, process, and store the minimum amount of data 

necessary. 

6. Access Controls - Implement robust access controls and authentication measures.

7. Audit & Monitor - Regularly audit AI systems for compliance, breaches, and misuse.

8. Employee Training - Ensure that employees are trained on best data privacy practices.

9. Transparency & Consent - Inform users about how their data is used and processed. 

10. Breach Plan - Have a data breach incident-response plan. 



Employment



Human Resources

• Benefits and risks

• Be transparent. 

• Prepare to accommodate job candidates.

• Adopt company policies that address the use of AI.

• Seek indemnification or representations from third-party tool providers.

• Regularly validate and audit AI tools.

• Ensure human oversight.

• Stay current on existing or potential laws, regulations, and guidance.

39



Contracting



Contracting – Evaluating Vendors

41

• Type of Technology Used - Is AI internally developed from a proprietary base, built 

internally from an open-source base, or licensed from a third party? 

• Experience and Expertise - Research the vendor’s reputation in the market.

• Training Data - Understand the training data, including reliability, quantity, and updates. 

Address use of company data for training.

• Privacy - Assess the vendor’s data security measures and privacy policies.

• Model Transparency and Bias - Assess the vendor’s model transparency, bias levels, and 

verification.

• Scalability and Integration - The AI solution should be scalable to grow with your 

business and be capable of integration.

• Support and Maintenance - This should include training for your team, technical support, 

and updates to the AI system.

• Compliance with laws, regulations, and guidelines - Research the vendor’s history 

and processes.



Contracting – Key Points for Contracts

42

• Scope of services

• Data rights

• Confidentiality

• Compliance and liability

• Performance warranties

• IP rights and licensing

• Use of open-source 

software

• Indemnification

• Limitations of liability

• Dispute resolution

• Updates and upgrades

• Termination rights



M&A and 
Investments



M&A and Investments – Due Diligence Areas

44

• IP

• Data rights

• Technical due diligence

• AI-specific risks

• AI-related contracts

• Data privacy and 

cybersecurity

• Employment matters

• Governance

• Regulatory

• Insurance



M&A and Investments – Risk Mitigation Strategies
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• AI Ethics and Governance - Ensure the target has established AI ethics 

guidelines and governance frameworks.

• Continuity of Key Talent - Secure agreements for the continuity of crucial 

AI talent.

• Representations and Warranties - Provide a robust and accurate 

description of the AI technologies, products, and services. 

• Indemnification - Consider special indemnities.

• Insurance - Make certain that insurers are aware of and sensitive to areas of 

risk in transactions involving AI companies. 

• Regulatory Approval - Consider scrutiny and approval processes.

• Postmerger Integration Plan - Develop plans for integrating AI 

technologies and teams, technology compatibility, and the alignment of AI 

strategies.



Takeaways



Takeaways – Part 1

1. AI Use and Risk Assessment - Assess AI’s application within your organization.

2. AI System Inventory - Catalog all AI applications within your operations.

3. AI-Specific Policies - Establish or update policies specific to AI use.

4. Designate AI Responsibility - Assign a dedicated role for AI oversight.

5. Employee Training - Educate employees on responsible AI use.

6. Transparency - Maintain openness about AI.

7. Accountability - Own your AI tools’ outcomes.

8. Regular Audits - Continuously monitor AI.

9. Human Resources Considerations - Ensure AI compliance with employment, privacy, and labor laws.

10. IP - Educate employees. Understand use. Maintain confidentiality. Verify accuracy and protectability. EU IP rules may apply.
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Takeaways – Part 2

11. Contracting Matters - Thoroughly evaluate AI vendors and ensure comprehensive contractual agreements.

12. M&A and Investment - Perform due diligence. Include risk mitigation strategies. Be mindful of AI Act /GDPR risks.

13. Structural Compliance - Integrate AI governance within existing compliance frameworks.

14. Recordkeeping - Maintain detailed records.

15. Risk Mitigation Strategies - Implement measures to ensure that AI systems operate within defined risk thresholds and 
embody organizational values.

16. Governance Structures - Establish frameworks for AI accountability, transparency, and oversight.

17. Standards and Guidelines Alignment - Ensure AI systems comply with technical standards, ethical norms, and regulatory 
mandates. They may vary from country to country.

18. Stakeholder Engagement - Actively involve users, communities, and regulators to address AI-related concerns and insights.

19. Continuous Monitoring - Monitor AI systems to adapt to technological advancements, regulatory changes, and evolving 
stakeholder expectations.

20. Foster Innovation and Ethical AI Research - Encourage ongoing research and development within your organization.
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