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Preparing for DORA: Mind the gap
by Mike Pierides and James Mulligan
From 17 January 2025 fi nancial entities based in the 
European Union (EU) must have in place processes and 
policies, and mandatory contract provisions with their 
third-party technology vendors, that comply with the 
EU’s Digital Operational Resilience Act (DORA). Financial 
entities are at varying stages of updating their operational 
risk management frameworks and remediating contracts 
with technology vendors, and some fi rms are fi nding that 
existing processes and contracts may not be compliant 
with current regulatory expectations.

McKinsey estimates that EU institutions typically 
earmarked €5–15  million for DORA program strategy, 
planning and design, although full implementation costs 
may be fi ve to ten times that range.1 Meanwhile, the 
European Central Bank has signalled that resiliency will be a 
top priority on its supervisory agenda for the coming year.2

This article looks at the mandatory contract provisions 
under DORA, how they map to existing regulatory 
regimes in respect of outsourcing arrangements and key 
considerations for designing a path for contract remediation 
for DORA compliance.

Scope and objective
DORA applies to fi nancial institutions, investment fi rms, 
fund management companies and other regulated 
fi nancial entities based in the EU. One of DORA’s key 
objectives is to strengthen fi nancial entities’ operational 
resilience by ensuring prudent risk management of a broad 
array of information communication and technology (ICT) 
services, including all of an organisation’s cloud, software-
as-a-service (SaaS), digital data and IT infrastructure 
arrangements.

A defective software update in July 2024 that globally 
disrupted several industries, including banks, provided a 
stark warning of the criticality of operational resilience 
at the heart of third-party risk management and supply 
chain design.

Mandatory contract provisions
DORA requires fi nancial entities to ensure that all contracts 
with third-party ICT service providers, both intra-group 

and external, include mandatory contract provisions 
around the following:

• access and audit rights;
• performance standards;
• service locations;
• data and confi dentiality;
• business continuity;
• termination rights;
• cooperation with authorities;
• classifi cation, notifi cation and reporting of major ICT-

related incidents; and
• compliance with appropriate information security 

standards and other policies.

For contracts with third-party ICT service providers that 
support critical or important functions, there are more 
prescriptive requirements around the following:

• access and audit rights;
• subcontracting;
• reporting obligations;
• business contingency planning and testing;
• participation in threat-led penetration testing; and
• exit planning.

Key gaps between DORA and existing 
outsourcing regulatory regimes
EU fi nancial institutions and investment fi rms will be familiar 
with existing EU regulatory expectations in respect of 
outsourcing arrangements, such as the European Banking 
Authority’s Guidelines on Outsourcing Arrangements.3 
Those guidelines include many of the same concepts (such 
as assessing “critical or important functions”) and require 
similar, if not the same, contract terms for outsourcings that 
support critical or important functions as those listed above.

The key gaps between DORA and those existing regimes 
are as follows:

1. The scope of ICT services is broader under DORA, 
extending beyond services that the fi nancial entity 
could otherwise undertake itself to, for example, 
digital data subscription services, SaaS and certain 
software licensing.
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2. All contracts for ICT services must contain 
mandatory contractual provisions under DORA, not 
just those supporting critical or important functions. 
This will require remediating certain contracts which 
may have fallen outside of outsourcing contract 
remediation projects, as well as amending contracting 
procedures for ICT services going forward.

3. There are additional mandatory contract provisions, 
around participation by the ICT provider in the 
fi nancial entity’s digital operational resilience training, 
providing assistance with ICT incidents, and supporting 
adherence to the ICT security standards and business 
continuity requirements under DORA. In respect of 
ICT services supporting critical or important functions, 
there are more extensive provisions under DORA in 
respect of subcontracting such services.

4. A separate policy must be adopted addressing 
compliance with the contractual requirements 
for third-party ICT services supporting critical or 
important functions, in addition to maintaining a 
register of all third-party ICT services arrangements 
(similarly to the register of material outsourcings).

In certain instances, fi nancial entities may themselves 
act as an ICT service provider, such as where they provide 
platform solutions to other fi nancial institutions as their 
customers. For example, where a bank provides a portfolio 
management platform to investment fi rms, it will be a 
service provider of ICT services (and possibly a critical one). 
This will impact how regulatory expectations will fall, the 
contractual positions they take with customers and the 
policies and procedures they must have in place.

Key considerations for contract remediation
Designing a suitable and effi cient path to contract remediation 
can be a daunting task, especially where fi nancial entities 
have hundreds of contracts in place with technology vendors. 
To achieve this, and based on our experience, the contract 
remediation project should be organised methodically into 
phases and take account of the following key considerations:

1. Assessment of the contract portfolio should identify 
ICT service types, criticality or importance of the ICT 
services, and in-scope EU territories. It may help 
to segment contracts into those which are brief, 
standard-form technology contracts and other, more 
complex outsourcing contracts.

2. Where possible, automating the diligence of individual 
contracts can create effi ciencies, though it is critical 
that the outputs of automated reviews are validated.

3. Preparing a contract addendum may be the most 
effi cient method of remediation, which is then adapted 
for individual contracts, and fi rms can leverage 
any addenda previously used for compliance with 
mandatory contract terms for regulated outsourcings. 
Such an addendum could take a modular form which 
enables jurisdiction-specifi c issues to be added or 
removed, eg to address nuances around incident 
reporting, and also to adapt remediation for each 
contract based upon the outcome of diligence.

4. The mandatory contract terms under DORA may 
be divided into “legal” terms (eg audit provisions, 
termination rights) and “business” terms (eg service 
defi nitions). For the latter, a bespoke remediation 
process may need to be agreed and documented 
with applicable business SMEs, to be completed before 
17 January 2025 or as soon as possible thereafter.

Now, more than ever, it is extremely valuable to understand 
how solutions and/or services are integrated into banking 
operations in order to comply with DORA and, more broadly, 
to address the evolving challenges to ensuring operational 
resiliency.

Our experience is that this is currently an area in fl ux. 
The vendor community is acknowledging the changes 
faced by their customers; however, negotiations in respect 
of remediation can be challenging. One key factor behind 
these challenges is that vendors and customers are seeking 
to uniformly apply their own DORA-compliant terms, across 
their agreements. In summary, the remediation process 
is still relatively immature, and an industry-wide view of 
appropriate, compliant contract positions will continue to 
be developed just as it has been for the implementation of 
regulatory requirements around outsourcing.

Mike Pierides, partner, Oliver Bell, Associate, and James Mulligan, 
Associate, all at Morgan Lewis LLP’s London offi ce.

Endnotes
1. McKinsey, Europe’s new resilience regime: The race to get 

ready for DORA, https://www.mckinsey.com/capabilities/
risk-and-resilience/our-insights/europes-new-resilience-
regime-the-race-to-get-ready-for-dora.

2. European Central Bank, Outsourcing Register: Annual 
Horizontal Analysis (21 February 2024), https://www.
bank ingsuperv is ion .europa.eu/ecb/pub/pdf/ssm.
outsourcing_horizontal_analysis_202402~2b85022be5.
en.pdf.

3. Final Report on EBA Guidelines on Outsourcing Arrangements 
(February 2019), https://www.eba.europa.eu/sites/default/
files/documents/10180/2551996/38c80601-f5d7-4855-
8ba3-702423665479/EBA%20revised%20Guidelines%20
on%20outsourcing%20arrangements.pdf.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (Apple RGB)
  /CalCMYKProfile (Coated FOGRA39 \050ISO 12647-2:2004\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ENU ([Based on 'Trims & Bleed'] [Based on 'Apogee with Trims + Bleed'] [Based on 'Apogee with Trims + Bleed'] [Based on 'Export PDF for Apogee'] [Based on '[Press Quality]'] Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks true
      /AddPageInfo false
      /AddRegMarks true
      /BleedOffset [
        8.503940
        8.503940
        8.503940
        8.503940
      ]
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName (Coated FOGRA39 \(ISO 12647-2:2004\))
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /ClipComplexRegions true
        /ConvertStrokesToOutlines false
        /ConvertTextToOutlines false
        /GradientResolution 300
        /LineArtTextResolution 1200
        /PresetName ([High Resolution])
        /PresetSelector /HighResolution
        /RasterVectorBalance 1
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MarksOffset 9.921260
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
  /SyntheticBoldness 1.000000
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.283 858.898]
>> setpagedevice


